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PROPOSED OFFICE OF SECURITY CLASSIFICATION GUIDE

1-301(c} Intelligence Activities, Sources or Methods

(3) Information not officially released which could
disclose the organizational structure of the CIA; the numbers
and assignments of CIA personnel; the size and composition of
the CIA budget, including internal and external funding;
logistical and associated supporting activities and services,
security procedures, techniques and activities, including
those applicable to the fields of communications and data
processing; or other qualitative or quantitative data which
could reveal or indicate the nature, objectives, requirements,
priorities, scope or thrust of Agency activities, including
missions, functions and locations of CIA components and/or
installations.

(aa) (U) Information concerning the type
of equipment and the methodology
employed in technical surveillance
countermeasures.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 6

(bb) (U) Information concerning the
scheduled travel and itinerary
of Office of Security personnel
engaged in technical surveillance
activities.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 6
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(cc)

(dd)

(U) Information concerning the
results of technical surveillance
countermeasures inspections.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 6

(U) Technical surveillance counter-
measures equipment which, by virtue
of certain unique capabilities, would,
if compromised, deprive the Agency of
an effective defense against hostile
technical surveillances.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5§

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5
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Level of Classification: Confidential
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5§

Level of Classification: Confidential
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 6

(i1)

(33)

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Sic Years: 5, 6

(U) Personnel security information of
a counterintelligence nature.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 6

(U) Information disclosing operational
support activities of the Office of
Security.

Level of Classification: Confidential

Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 3, 6, 8
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1-301(d) Foreign Relations or Foreign Activities of
the United States

(7) Information which, if disclosed, could lead
to political or economic instability, or to civil disorder
Or unrest, in a foreign country or could jeopardize the
lives, liberty or property of United States citizens
residing in or visiting such a country, or could endanger
United States Government personnel or installations there.

(aa) (U) Information derived from Office
of Security surveys of overseas
Agency installations, including
personal residences, reflecting
their security posture and
vulnerabilities.

Level of Classification: Secret
Duration of Classification: 20 years

Justification for Extension
Beyond Six Years: 5, 8

1-301(g) Other Categories of Information Which are Related

to National Security and Which Require Protection
Against Unauthorized Disclosure as Determined by
the President, by a Person Designated by the
President Pursuant to Section 1-201, or by

an Agency Head

(2) Information contained in a compilation of
otherwise unclassified material or data which, in the
aggregate or by reason of particular arrangement or juxta-
position, may require classification as national security
information when assembled and compiled.

(aa) (U) Safe or lock combinations, when
coupled with information identifying
the lock or the location of the device
to which the lock is affixed.
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(bb)

Level of Classification: Top Secret

Duration of Classification: Until
combination is changed

Justification for Extension
Beyond Six Years: 1 - 8 inclusive

(U) Information correlating a staff
employee or staff employee equivalent
badge and the code number required
for valid entry through- the Security
Access Control System.

Level of Classification: Confidential

Duration of Classification: Until
badge or code number is invalidated

Justification for Extension
Beyond Six Years: 5§

(U) Automated data processing passwords
which permit the user to gain access to
classified information.

Level of Classification: Secret

Duration of Classification: Until
invalidated

Justification for Extension
Beyond Six Years: 5, 6
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